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EDITORIAL

Emergency call handling by artificial
intelligence from a secure location in
the cloud. - Fiction, contradiction or
tangible future?!
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Al or artificialintelligence is here and here to stay — we all agree on that. What is far from
decided is the relevance Al will have in the field which is why, across industries and
applications, it is undergoing intensive R&D.

There is a certain appeal to the idea of providing a machine with a knowledge base — an
education so to speak - from which it can derive further information and ideally develop
the ability to make decisions in only fractions of a second.

The key question in all fields of activity then becomes: when are the decisions good
enough - accurate enough - to measure them against the experience of an expert? How
human, or humane, can a machine be and how much empathy can it display towards a
person in need of help?

This often raises further questions:

Will Al be able to replace operators in the future? Are machines able to accept emer-
gency calls or independently manage incidents? Will the chatbots we see in use on
various websites ever reach a stage where they can communicate effectively with peo-
ple in distress? Are there specific instances where this might be considered, or, looking
shorter term, are there Al functionalities available now that can assist us?

The attempt to answer these questions often raises more:
How do we locate Al? Can we place it within a control center or must the intelligence
come from the cloud? Is the cloud private, public or a hybrid of the two?

The watchword cloud typically raises further concerns. We think about things like se-
curity measures for the cloud and the standards that are establishing themselves for
security control centers. Is an ISO/IEC 27001 certification adequate for operators and
system suppliers? What other standards are being set by the Federal Office for Infor-
mation Security (BSI) for the Federal Republic of Germany? Is it possible to develop a
framework that simplifies the certification process for operators of security control
centers?

Answers to and perspectives on these and many other interesting questions can be
found in this edition of the eurofunk NEWS. We would also be happy to discuss these

exciting topics with you personally.

We hope to peak your curiosity with the following pages and wish you inspiration and

pleasant reading!

Christian KAPPACHER - CEO



PRODUCTS | SOLUTIONS | SERVICE

CONTENTS

eurofunk news | 2019

Contents

INNOVATION

Active Monitoring

Al in the control center environment

Cloud Hosting - future of control center technology? .............

COMMUNICATION

IP emmergency call

Digital Radio Connection in Germany

Communication solution emc"t®

Automatic triggering of digital radio alerting ...

PRODUCTS

Dispatch Center Interface

Ergonomics

Modernization at ILS Nuremberg

eurofunk Automatic Call Distribution

COMPANY

BSI IT baseline protection

06

08

12

16

18

19

20

22

26

28

29



INNOVATION

Active Monitoring r:\

DETECTING FAULTS BEFORE THEY BECOME PROBLEMS.

System availability is vital for control center operations. Tradi-
tionally, monitoring systems were managed by inhouse system
administrators with support from the eurofunk service team for
fault resolution. When the system administrator was absent, it
was not uncommon for early warning faults to remain unde-
tected if the impact on control center operations was minimal.

In response to this common problem, eurofunk took steps to
establish active monitoring within the service division, placing a
highly specialized Operations Team at eurofunk headquarters to
provide real-time system monitoring and system state analysis.

The potential for adding value was a key element of the con-
cept. To decide which aspects of the system should be actively
monitored, several hundred faults were analyzed according to

Christoph SEIDL

specific criteria. Analysis showed that 64% of all faults could
be detected in the early stages and the root cause ascertained
much faster. Since most systems have built-in redundancy,
faults do not necessarily have an immediate effect on system
performance. These faults can be detected and fixed during ac-
tive monitoring before they become problems. This is similar to
technical monitoring measures where warnings are generated
before an actual malfunction occurs (e.g. full hard disk partiti-
ons).

Detailed analysis:
® 43% of faults can be identified through active monitoring

® 27% of faults could be potentially identified through additio-
nal monitoring

PRODUCTS | SOLUTIONS | SERVICE
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Active monitoring fulfills two main objectives:

Improved Monitoring The Operations Team

Systematic improvements to all
applications make it possible to
retrieve and evaluate information
in greater detail. Storage of histo-
rical data will lead to the identi-
fication of trends and outliers in

eurofunk service now includes a
dedicated team for continuous
monitoring and monitoring
system optimization. Additional
processes within the service
department ensure we are able

the future. The resulting to react to critical failures around
improvements will be continually  the clock. Active monitoring has
fed back into eurofunk products completed a pilot phase of
and rolled out to customers on extensive testing at two

an ongoing basis. customer sites.

Information security and data protection are paramount. The
permanent link to the control center - essential for active moni-
toring - is subject to the highest security standards. The link is
via a secure and encrypted connection with priority being placed
on state-of-the-art encryption methods. System security is
handled by eurofunk’s ISO/IEC 27001 certified service organisa-
tion.

eurofunk active monitoring in a nutshell:

® GDPR compliant

® Checks the processing of personal data

® Assures security of information through an ISO/IEC 27001
certified service organization

Through detailed preparation and an open and transparent ap-
proach eurofunk active monitoring received the go-ahead from
a nationwide police organisation: clear evidence of the reliability
and integrity of our designed solution. a

eurofunk news | 2019
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Fig. 1: Aggregations are used to combine individual monitoring events into
an overall view of system state.
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Fig. 2: The timeline displays the availability of individual components. It is
also possible to analyze the cause of a fault at a later date.

Fig. 3: The system provides a simple overview of complex technical
relationships.

Abb. 4: Overview of the control center.
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Al in the control center envi-
ronment - hype or added va-

lue?

If reporting on the subject is any indication, the number of pro-
jects benefitting from artificialintelligence (Al) is on the rise. We
are pleased to observe this phenomenon in research projects
that eurofunk is involved in as well; Al is opening up new possi-
bilities and alternative approaches to standard solutions.

From the first moments of our existence, humans absorb vast
amounts of information, every second, through our sensory
organs. We process this information, either consciously or un-
consciously, using the knowledge we gain in our future actions
and decision-making.

Similarly, the systems used in control centers (communication
and incident management systems) record large amounts of
information from every call or incident which is handled. Until
now, this has been earmarked mainly for statistical purposes.

Artificial intelligence is now so advanced that it can independ-
ently generate images or videos of non-existent persons or ob-
jects, autonomously write entire newspaper articles or commu-
nicate with people in a deceptively realistic way (chatbots). The
area in which most advances have been made is image and
speech analysis. Al has already found its way into our homes and
into our working environment, making everyday life that bit ea-
sier and safer.

Despite the increasing number of data interfaces and sensors
connected to the ,information broker” control center, verbal
communication is still used to accept and process most inci-
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dents. The natural follow-on is to consider how emergency call
and incident processing can be optimized with the help of
speech analysis and transcription (e.g. speech-to-text) to the
benefit of both caller and call taker.

eurofunk is currently working on a solution that uses both on-
site and cloud-based speech analysis to simplify and streamline
emergency call acceptance and processing. While the operator
concentrates fully on the call, Al can deal with the simultaneous
conversion of the spoken content to text. The addition of foreign
languages and local language translation is also planned. Using
keywords (e.g. address) Al will automatically recognize and in-
sert information into the appropriate data field. The software
will analyze the content of an on-going conversation and sug-
gest suitable indicators or keywords. Life-threatening illnesses
will be identified and flagged up to the operator. Al will also give
the operator suggestions for the collation of further important
information to assist with the progress of a call.

In spite of all the technological progress and support provided
by Al, the role of people in the control center environment will
remain. Human creativity and the ability to adapt spontaneous-
ly to new situations are skills which a computer or machine will
not be able to master readily. Even with a standardized and
well-structured emergency call acceptance procedure, emer-
gency call processing cannot be carried out without people.
There will always be exceptional situations requiring human
creativity and intuition. -

PRODUCTS | SOLUTIONS | SERVICE

Follow the links to try out speech-to-text for yourself:

® Google Speech-to-Text
https://cloud.google.com/speech-to-text/

® Microsoft voice recognition
https://azure.microsoft.com/en-us/services/cognitive-services/speech-to-text/

Al: What is it all about?

A.: The human brain is still not fully understood. We know that it can store large
amounts of information and carry out calculated decision-making processes with
the aid of training and guidance. Similarly, machines and computers equipped with
Al are ,fed” with large amounts of information (machine learning) and, over time,
they develop the ability to make recommendations and self-validated, autonomous
decisions. This is what the Al learning process is all about.

Would you like to help us enrich the Al experience in control
centers?
Are you prepared to make emergency call data available to us

for “learning” purposes?

If so, then please get in touch with me!
BN crepaski@eurofunk.com

eurofunk news | 2019
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Cloud Hosting — could this be
the future of control center

technology?

The control center market and above all BOS is undergoing ri-
gorous restructuring. Individual control centers for fire depart-
ments, the emergency services and the police are being conso-
lidated into what are known as integrated control centers.
These integrated control centers are, in turn, experiencing an
unprecedented period of cross-board cooperation and the crea-
tion of control center networks.

With a view to efficiency and cost reduction, eurofunk is focu-
sing on finding a cloud solution for control centers.

Control center technology in the cloud

Cloud solutions are familiar to many of us from their use in the
private sector (e.g. Dropbox, iCloud). What you may not know is
that cloud solutions also offer future potential for control cen-
ters. A classic cloud is a data center that provides software and
services centrally via a network. This can be used simultaneous-
ly from several locations. The underlying hardware, or more
precisely the allocated resources, can be adapted dynamically
which means that both computing and data capacity can be
adjusted as needed.

Private Cloud Solutions

There are several ways to provide cloud resources. For control
center technology we would employ the so-called private cloud.
In contrast to public cloud solutions, the private cloud is only
available in a private, internal network. This means that without
a closed Virtual Private Network, or VPN, it cannot be accessed
by the general public via the Internet. VPNs offer a high degree
of control and security which makes the private cloud a suitable
solution for organizations with strict data security and data pro-
cessing requirements.

While standard control center networks provide one server land-
scape per control center, cloud solutions for control center ser-
vers are operated centrally with redundant executions, either in
one or in several data centers.

For the individual control center, the costs for server operation,
data center maintenance, general data processing and other
associated costs can be eliminated. Hardware and software up-
dates need only be carried out at one central location. Changes
to externalinterfaces must only be made once and modifications
to the environment can be addressed in a timely manner.
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Fig. 1: Private cloud solutions for control center alliances
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Hybrid Cloud Solutions

The collection and distribution of information play a vital role in
control center activity. The technologies used are all IP techno-
logies. Telephony (VolP) as well as alarm systems and alarm
services are moving away from serial or PCM-based protocols
towards IP protocols. As a result, the idea of complete network
isolation must be reconsidered and replaced with an integrated
solution of secure, state-of-the-art technologies. At the same
time, the local connection loses relevance because the functio-
nality is tied to physical connections. This gives the opportunity
for hybrid scenarios that provide quick resolution for application
issues.

With a hybrid cloud solution, essential system components are
hosted in a private cloud. The flexibility and added functionality
of a public cloud is used for certain scenarios:

® Training and Test Systems

These are systems that are only needed at certain times. In con-
ventional situations, control centers would purchase hardware
and software for training and testing purposes. With a hybrid
cloud solution, control centers would save the purchasing costs
and be able to access their systems as needed.

® Support for Situation Centers

Local situation centers are used for complex incident scenarios
such as natural disasters or demonstrations. In the case of area
scenarios, the situation centers of different organizations can be
distributed over several locations. For these scenarios, assistan-
ce can be garnered by means of hosting in a public cloud. The
hybrid approach ensures close cooperation and an active ex-
change of information among control centers.

eurofunk news | 2019
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These are just two examples of cost reduction on the one hand
and expansion of control center functionality on the other. euro-
funk can, as usual, provide for the implementation and mainte-
nance of the systems and make sure they remain functional and
well-monitored.

Control center suite eOCS is the solution for the
cloud

The eurofunk Operation Center Suite (eOCS) was designed from
square one to operate in a cloud environment (both private and
public). The consistent use of so-called cloud native technolo-
gies makes it possible to provide new instances quickly and ea-
sily. In addition, these technologies enable dynamic scaling ac-
cording to current requirements. In crisis situations, for example,
situation centers can be set up quickly to support the control
center.

Advantages of cloud solutions for control
centers

As mentioned previously, the control center environment is
changing significantly in terms of organizational structure and
thus also in terms of efficiency and cost optimization. The abili-
ty to operate control centers from a cloud could, in future, make
the quick realization of a nationwide network significantly more
straightforward. The cost reduction due to the elimination of
separate data centers per control center is considerable. Thanks
to central software and hardware locations, control centers ac-
ting as part of a network are always on parity. The network so-
lution also offers advantages in terms of representation, support
and organizational agility. a

JeOCS

Find out more about eOCS on our website:
www.eurofunk.com/products/command-control/eocs/
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IP emergency call for the

eurofunk communication
solution IDDS UCIiP

The eurofunk Communication Solution IDDS
UCiP is a modern, intuitive IP communication
system designed for the control centers of to-
morrow. ISDN technology, until now the tele-
phony standard, is being replaced by Voice over
Internet Protocol (VolP) or “all IP".

For IDDS UCIiP this means integrating new
features such as IP emergency calls into the
communications solution according to German
Technical Guidelines for Emergency Calls 2.0,
Federal Network Agency 2018.

PRODUCTS | SOLUTIONS | SERVICE
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The handling of IP emergency calls in IDDS UCiP requires the following:

Session Border Controller (SBC)

The SBC acts as a separator between the external VolP connection and the IDDS UCiP
system. All Session Initiation Protocol (SIP) trunks from telecom providers and control
center IP telephone systems (PABX) operate through the SBC for security and inter-
operability reasons.

The SBC acts like a router between the IP telephone network and the IDDS UCIiP sys-
tem. It prevents unauthorized calls from accessing the system and can be considered
a cornerstone of IT security. As the SBC supports a large number of services (e.g. en-
cryption, speech transcoding, signaling protocol translation), it is possible to link diffe-
rent telephone systems simultaneously. eurofunk supplies the SBC core component
for the IP connection and customizes the external configuration according to the net-
works to be connected. The SBC distributes the SIP connections to the relevant IDDS
UCiP Emergency and Telephone Gateways (ETGA). One SBC cluster is supplied for each
control center/technical node with IP telephony connection.

It should be noted that the SBC is only used for VolP-based telephone systems. Other
communication infrastructures, such as intercom systems, which use other protocols
in addition to SIP, are connected in the conventional way.

Firewall

The SBC does not provide firewall functionality and is therefore an extra system requi-
rement. The firewall prevents unauthorized external access and protects the IDDS UCiP
system from malicious, unauthorized and faulty connections or packets. There is one
firewall cluster for each control center/technical node with IP telephony connection.
Pre-existing firewall clusters can also be used and extended.

eurofunk Emergency and Telephone Gateway (ETGA)
The eurofunk ETGA processes external VolP connections and makes them available to
IDDS UCIP users in the usual way. >

eurofunk news | 2019
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To facilitate the emergency call connection, the network opera-
tor specifies and supplies the remote devices required for the
network. Network operators offer three different connection
types for implementing IP emergency calls:

® Type 1: Connection without multipath routing

@ Type 2: Connection with edge-disjointed multipath routing

® Type 3: Connection with node-disjointed and, by definition,
also edge-disjointed multipath routing

In our opinion, only type 3 is suitable for medium and larger

scale control centers because only they have the necessary re-
dundancy.

eurofunk

COMMUNICATION

How Type 3 works:

Separate emergency call routing is always provided over fiber by
the network operator. The two paths operate in active/backup
mode and are never used simultaneously. This is handled by the
Virtual Router Redundancy Protocol (VRRP).

In the event of a switchover, only the IP transport path is chan-
ged. The SIP endpoint in the telecom network remains the same.
Any calls that are in progress at the time are not affected by the
switchover.

eurofunk always provides component redundancy for the SBC,
firewall, ETGA and network (switch/router) as standard for the
connection. This ensures that there is no single point of failure
in the eurofunk system.

|
|
|
CLUSTER : CONTROLLER CLUSTER
|
|

Network Operator

HOT-STANDBY

R0 (=)

|
|
: FIREWALL SESSION BORDER
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: [1 1
N 1 1H i c——7]
ZR i R —
i - | i c—o¢9) ! HOT-STANDBY
‘ ! |
o] | | ‘ )
|
| | |
| | |
‘ ‘ \ RD 1
VLAN VLAN I
IDDS UCiP FIREWALL :
VL)-\N NETWORK OPERATOR
EMERGENCY CALL CORE NETZWERK

BNG: Broadband Network Gateway (Network Operator)
RD: Remote Device (Network Operator)
OF: Optical Fiber (Network Operator)

Fig. 1: Type 3 Emergency Call Connection — An emergency call with a fully redundant connection
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This means that at least two ETGAs are always included. Depending on the number of
SIP trunks or channels per SIP trunk to be connected, more than two ETGAs may be
required.

Current Development Status and Outlook

Feature development and expansion to include IP telephony is divided into several pha-
ses, the first of which deals with the functional requirements for IP emergency call in-
tegration.

This first phase covered implementation of the basic functional requirements and full
IP emergency call connectivity. In 2019, joint tests were carried out with network ope-
rators. The first pilot systems at customer sites were scheduled to go live in the first
half of 2020. From the release onwards, all interested existing customers can use these
functions through a system extension of IDDS UCiP.

Later phases will also include broadband services in accordance with the German Tech-

nical Guidelines for Emergency Calls 2.0, Federal Network Agency 2018. These have yet
to be standardized and made available. a

We are happy assist with your hardware preparations (SBC, firewall, network

and virtualization platform) and to draw up an implementation plan with you.

eurofunk news | 2019
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Digital Radio Connection in
Germany — Gateway at the

DXT Location

Digital radio has been a mainstay of BOS emergency response
organizations in the Federal Republic of Germany for some time.
Even in an age of increasing digitization, verbal communication
is still crucialin times of crisis and emergency. Secure communi-
cation over digital networks between emergency personnel and
control center remains a key factor in maintaining control of cri-
tical situations and for handling emergencies efficiently.

There are numerous solutions on the market for connecting con-
trol centers to the BDBOS-TETRA digital radio network and no
easy way to know which is the right one. In many cases, the
decision is heavily influenced by implementation costs. In oth-
ers, it depends on the requirements and the existing infrastruc-
ture, which in turn result in a number of different possible con-
nection solutions.

There are also different types of wired connections. In addition
to the classic connection model (LS1, LS2), solutions involving
concentrator gateways or digital radio connectors can also be
considered. Each type has its own advantages and disadvan-
tages.

In the original LST and LS2 classic connection model, speech is
transmitted using expensive E1 lines. This solution is no longer
actively offered by network operators and is scheduled for com-
plete withdrawal in the medium term.

With a concentrator gateway connection, the gateway picks up
the E1 connection and ,bundles” the speech into VolP packets
that are transmitted to the control centers over IP lines. The
speech content remains unchanged; it is merely transported
differently - as an IP packet. This connection type requires the
addition of a concentrator gateway component to the system.
A similar approach is used for connection via a digital radio con-
nector gateway. As well as transmitting speech in IP packets,
voice data is decrypted according to German BSI standards and
transcoded according to G.711. In addition, the control informa-
tion and encryption of the data content (e.g. text SDS or location

data) are transferred to another protocol. As with the concent-
rator gateway solution, the digital radio connector is an additio-
nal system component.

In our opinion, the ideal solution for connection to the TETRA
network is to combine the advantages of all these connection
types. eurofunk has developed just such a solution, working in
close cooperation with the German state of Schleswig-Holstein.
The solution, which has already gone live at the Western District
Control Center (municipality and police), uses the TETRA Gate-
way (TeGa) at the DXT location, developed by eurofunk. The TE-
TRA gateway handles encryption and decryption according to
German BSI standards, it transcodes voice data according to
G.71and bundles the IP packets for audio. The resulting benefits
are an IP connection between the control center and DXT (Digi-
tal Exchange for TETRA), reduced complexity and the elimina-
tion of the need for additional components in the system.

The TETRA gateway at the DXT location is even more interesting
for control centers that are linked together to form a eurofunk
control center network. The integrated approach and flexibility
provided by IP-based routing mean that a technical node can be
set up at the DXT location. As a result, TETRA resources can be
easily distributed to various locations, promoting cross-team
collaboration.

This approach also minimizes the risk of a component or feeder
route failure as a node can be very easily set up using redundant
IP lines.

PRODUCTS | SOLUTIONS | SERVICE
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Looking at the factors simplicity, maintainability, availability
and above all cost savings, the question ,Which connection to
digital radio is the best?” can be answered very simply:
seurofunk TETRA Gateway (TeGa) at the DXT location”.

Advantages of the eurofunk TETRA Gateway (TeGA)
at the DXT Location

® In comparison with the classic connection model (LS1, LS2):
The need for an elaborate and costly E1connection between the
DXT and the control center is eliminated since conversion of
speech to VolIP takes place at the exchange and is then transmit-
ted over IP networks. The same IP connection is also used for
data transmission.

® In comparison with a concentrator gateway:

No additional gateways are required for transcoding speech,
such as a concentrator gateway or digital radio connector gate-
way, as this task is already performed by the TETRA gateway.
This means that there are no extra costs for additional compo-
nents.

® In comparison with a digital radio connector gateway:

By reducing the number of components, the degree of comple-
xity is also reduced. This in turn facilitates fault analysis and
simplifies maintenance and service responsibilities since there
is no dependence on third-party suppliers for concentrator or
digital radio connector gateways.

® Maximum availability can be achieved by locating TETRA
gateways at two or more DXT sites (redundancy) and combining
this advantage with usage by multiple control centers (cost sa-
vings). a
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— the new, web-based

member of the emc?V°" com-
munication solution family

eurofunk has always responded to the constantly growing re-
quirements of our customers with the most flexible system de-
sign solutions possible. Our mission is to provide a platform for
control centers which meets current and future technical requi-
rements. A georedundant system architecture helps control
centers to meet the demands of their operational obligations.
The most modern, appropriate and optimized technologies are
employed here.

The emc?YOP® family of systems has met this demand since its
launch in 2005. With the addition of a full WEB extension to our

communications solution, we have set a new benchmark in the
use of state-of-the-art technology. In addition to the many well-

- =

Fig. 1: Exemplary representation of an incoming emergency call

We look forward to discussing the application possibi-

lities for your control center environment. Why not

known benefits of the emc? family, emc"t8 now offers a host of
new advantages.

o emCWEB

advantages ataglance: ---------otooooooooooy

Workstation virtualization

Platform independence

Full web browser functionality with the ability to use

devices, e.g. tablet, in parallel or independently

® Compatibility with MediaServer2 or higher generation
systems (full investment protection for existing
customers)

___________________________________________________________

For operators of control centers, these advantages offer an even
simpler and more cost-effective way of setting up support and
redundancy scenarios, by using their own backup sites or other
locations within the group network. The usual tried and tested
networking options are available. Remote workstations can be
integrated with minimal effort and role management is already
an integral part of the WEB extension.

The emc2Y°® communication solution WEB extension is current-
ly in the implementation phase of a pilot project involving 26
emc"EB workstations. The complete product rollout and market
launch is scheduled for @1/2020. a
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Automatic triggering of
digital radio alerting in
control centers

The federal states of Hesse and Bavaria
have pioneered the use of the TETRA
digital radio network for alerting emer-
gency services. The first stage was to
develop a technical concept for digital
alerting using the existing TETRA digi-
tal radio network in Bavaria. The detai-
led specification and parameters were
developed by a project group consis-
ting of representatives of the Bavarian
Ministry of the Interior, Sport and Inte-
gration, the DigiNet project group and
operators of integrated control centers.
The existing systems were then upgra-
ded, and large-scale tests carried out in
pilot control centers.

The alert process in integrated control
centers is normally handled by the in-
cident management system. Redun-
dant TETRA gateways on the eurofunk
IDDS communication platform provide
the data connection with the TETRA

network through a wired connection. If
a gateway fails, redundant gateways
take over all operations. If the TETRA
gateways or the wired connection to
the DXT location are not available, the
existing FRT (Fixed Radio Terminal) fall-
back level can be used. This assures a
high degree of availability for both aler-
ting and normal operations.

However, redundancy requirements for
integrated control centers also include
alerting for an emergency operating
level when the incident management
system is unavailable; it is designed to
be operated both as a stand-alone so-
lution and as an application which is
integrated into the existing communi-
cation client. The redundant TETRA
gateways are used to connect to the
TETRA network over wire. If the wired
connection fails, the FRT fallback level
can be used.

This solution makes it possible to
transfer the relevant alert data stored
in the incident management system,
thereby minimizing maintenance re-
quirements. Alert settings are display-
ed as buttons in the user interface and
can be selected according to alert type
or searched for using a simple search
facility. The solution’s emergency ope-
rating level also allows for the manual
entry of text messages or the selection
of message templates. After the alert
has been triggered, the current alert
status is displayed. A log is also availa-
ble for review purposes.

In summary, all essential system com-
ponents are provided to enable control
centers to use digital radio to alert
emergency services in real time. The
commonplace usage of analog 5-tone
alerting should soon be a thing of the
past. a
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Fig. 1: Illustration of an Emergency Operating Level - Main screen
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Dispatch Center Interface

STANDARDIZED COLLABORATION ACROSS SYSTEM BOUNDARIES.

Control centers are frequently confronted with situations which
require close cooperation with external organizations and other
control centers in order to handle incidents as quickly and effi-
ciently as possible. Parties involved may have different opera-
tional or territorial responsibilities. This is particularly true in
areas adjacent to jurisdictional boundaries where it may become
necessary to deviate from usual standard processes. Such cir-
cumstances might include, for example, cross-boundary emer-
gency rescue and patient transport management or large-scale,
cross-border disaster scenarios.

In addition to local cooperation in border regions, situations re-
quiring collaboration may arise among organizations operating
within the same territory. Infrastructure, geography and other
factors can have a decisive impact here on the level of collabo-
ration required.

Despite incident details being captured and recorded in an in-
cident management system, external organizations and partner
control centers are often kept informed by telephone or fax. Alt-
hough well-intentioned, this break in the medial process often
affects standard workflow processes resulting in, for example,
the double input of incident details and a subsequent delay in
the alerting of resources.

With advances in the networking of IT system environments in
the German BOS (Authorities and Organizations with Security
tasks) region and the increase in national and international col-
laboration forincident handling, the demand for software-based
solutions to support such cross-organizational cooperation is on
the rise. In addition to technical requirements, organizational
frameworks must also be considered, since both incident/event
handling and tactics can vary between control centers and or-
ganizations.

EU-funded Standard Protocol

One approach to standardizing incident-based cooperation has
been developed by the EU-funded INTERREG project Data Ex-
change between Control Centers . Working in tandem with the

Twww.dispatchcenterinterface.eu

Salzburg Red Cross, Control Center Tyrol and the Free State of
Bavaria, eurofunk was one of three companies involved in the
project implementation stage. The aim was to create a Euro-
pean-sponsored standard protocol for cooperation across con-
trol centers. The protocol sets out the technical specification for
communication interfaces between incident management sys-
tems on the one hand and regulates the bilateral coordination
necessary for cooperation between the respective communica-
tion partners on the other.

The key objectives here were the preservation of control center
autonomy as part of the internal process design, bilateral free-
dom of communication and communication coverage between
control centers where regional and functional responsibilities
differ.

The development of the Dispatch Center Interface (DCI), which
provides additional functionality to the incident management
system, was a direct outcome of this project. It fulfills three es-
sential tasks:

® Aninterface to the mission control system providing proces-
sing capabilities to support DCI workflows (messaging and
controls)

® Information mapping for the implementation of a broad ran-
ge of codes (bilateral coordination)

® Management of communication tasks between incident ma-
nagement systems (message interface)

The DCI standard defines baseline procedures and message
content to best reflect potential cooperation scenarios. These
include:

® Event forwarding
® The request of resources for support
® Resource or master data synchronization

In addition to core process messaging, DCI provides other types
of telegrams such as event updates and resource status chan-
ges. Queries have also been developed for the periodic status
monitoring of DCI remote sites and reporting of subsequent
interface failures. Furthermore, when a system connection to a
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DCI communication partner is first set up, the capabilities of the
system are queried using DCI methods. This provides an over-
view of the cooperation scenarios possible with a given DCl re-
mote site.

Interface communication

Data exchange over the network can be via a point-to-point con-
nection or VPN (Internet, encrypted). As a rule, communication
partners are directly connected to each other. In the case of a
control center network, where separately located control cen-
ters are linked together, gateways can be used to secure indivi-
dual transmission paths. The communication interface is defi-
ned as a web service (WSDL, SOAP) and accessed over HTTPS.

Inclusion in eurofunk’s ELDIS 3 incident ma-
nagement system

DCl has beenincluded in the ELDIS 3 incident management sys-
tem product portfolio as the standard for bi-directional control
center collaboration. Technical design options can be tailored to
individual customer requirements. a
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Ergonomics — what is our
vision of the future?

Meet the workplace challenges of tomorrow with the highly customizable

eurofunk eDESK including the myDESK application!

Ergonomics describes the relationship between people and their working conditions. If your goalis to have efficient, healthy employees,
an ergonomic workplace becomes a prerequisite. This includes factors such as correct posture while standing and sitting, the posi-
tioning of input devices and screens as well as optimum workplace lighting — all of which have been shown to have a strong impact
on concentration. Should the design surrounding these aspects turn out to be unfavorable it can affect work quality negatively and

result in fatigue and a loss of efficiency.

>> [t is our mission to understand distinctive human characteristics, abilities and limits and
to consider these in the ergonomic design of our products! <<

What role will ergonomics play in the working
world of the future?

Rapid technological progress and the associated increase in sys-
tem functionalities present undeniable challenges. The more
information a person receives for processing, the more respon-
sibility he must assume. Overwork, lack of concentration, an
inability to handle difficult situations and a susceptibility to er-
rors could result from this additional strain. Concentration on
the human aspect is therefore paramount to future considerati-
ons. The relationship between people and the workplace should
result in a symbiotic community. Workplace design must take
individual and personal needs into account and ensure that eve-
ry interaction becomes a pleasant experience.

A study' on the workplace of the future by IDG Research, a
leader in the fields of technology, media, data and service, has
found that work environment and the ability to make decisions
on workspace setup are perceived as areas most in need of im-
provement in future workplace design. 39.5% of research parti-
cipants felt that an agreeable environment and better ergono-
mics would have a strong influence on their choice of workplace.
Based on these statistics, it behooves employers in times of la-
bor shortages and high fluctuation to invest in the health and
performance of their employees.

These and other considerations have shaped the design of the
eDESK family of products, of which our desk generation for con-
trol centers is an integral part.

eurofunk eDESK - user-oriented design

The eDESK product family is a perfect combination of simple,
elegant design and intuitive handling. True to the motto ,design
meets technology”, individual components have been united to
create a complete mission control system with a balance of vir-
tual and actual workplaces. The consistent implementation of
the ,clear desk” principle has helped us free the space of unne-
cessary distractions, thereby reducing psychological stress and
increasing concentration levels.

Added to the current — indispensable — feature of adjustable
work surface and monitor heights, which allows for individual
sitting and standing positions, the eDESK offers further impro-
vements and possibilities for customization.

A good example of this is the dynamic lighting provided by the
eurofunk Light & Sound Bar. Designed to imitate natural lighting
as it relates to our internal clock, the Light & Sound Bar makes
it possible to regulate both light intensity and color temperatu-
re. Control elements for this were added to the eDESK touch pad
with strict adherence to the ,clear desk” principle. The simple
and direct touch of the keys embedded in a flush-mounted ca-
pacitive keypad helps the operator to adapt the workspace wit-
hout losing focus on the essentials.

Stepping just a little further into the future we can choose to
leave the touch control elements where they are and adjust our
work stations using gestures. Yes ... gestures! The eDESK gives
you the option to configure a gesture-controlled integration.
Using a defined combination of simple and intuitive hand moti-

Twww.arbeitsplatzderzukunft.de/wp-content/uploads/IDG-Studie_Arbeitsplatz-der-Zukunft_2018.pdf
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the new eDESKc
with the eBOX

ons, it is possible to place the entire workplace control — quite
literally — in the hands of the user.

eDESKc

With the eDESKc we no longer speak of visions but of realities
- realities in which control center workstations are provided
with the synergies necessary to make human-machine inter-
actions all but seamless.

The idea behind the eDESKc model was to produce a more com-
pact version of the eDESK while remaining true to product iden-
tity. The eDESKc is available as an entry-level model in the
eDESK family and offers the functional configurations popular
in the main model.

eurofunk news | 2019

Also reflected in the eDESKc is the eDESK philosophy. In addi-
tion to the same high-quality material selection and the use of
innovative elements (e.g. Light & Sound Bar), the entry-level
model also considers the haptic separation between the palm
rest, work surface and touch input area. Here, too, the user has
access to a completely new eDESK experience!

Setting itself apart from the rest of the product family is the
compact, vertical drawer system we call the eBOX. The eBOX
can be integrated on either side of the workstation and guaran-
tees complete flexibility in design. Here you will find a suitable
place for personalitems such as cell phones or documents which
helps to keep the work surface tidy and free of clutter. The pull-
outs are equipped with LED interior lighting and USB ports and
can be used for things like charging mobile devices. >
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myDESK - The workplace application

The eurofunk myDESK application integrated in the eOCS (euro-
funk Operation Center Suite) mission control system allows you
to personalize your work station and save your preferred set-
tings.

Operators then can load their personalised eDESK settings and
dynamically adapt their workstation to their own requirements.

PRODUCTS

Daniele TAGLIANI

Design, ergonomics, innovation:
we call it the eDESK experience!

Overview of myDESK functionalities:

Adjustment of the desk height incl. display in cm
Adjustment of the monitor height incl. display in cm
Adjustment of the touch screen tilt incl. display in degrees
Regulation of light intensity (Light & Sound Bar) incl. display
in percent
® Regulation of the color temperature (Light & Sound Bar)
incl. display in Kelvin
@ Control of status display (Light & Sound Bar) according
to defined states (e.g. operator needs assistance)
® Individual storage and configuration of multiple user profiles
a
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eDESK debut in Salzburg

Well-known for their modern, progressive outlook, the Salzburg Professional Fire Department was, once again, first to em-
brace our innovative workplace design. In May of this year eurofunk completed the installation of five eDESKs.

The set-up consists of three uniformly designed eDESK (ELP1-3), combined by elegant 45-degree connecting elements that
form a command center by bringing the harmonious form of the workstations together. Slightly offset but nicely integrated

into the room, one additional eDESK (ELP4) is configured for the role of shift supervisor.

To complete the room design, we added an eDESK straight (ELP5) to act as fallback and a central conference table in matching
design.

If you would like to learn more about the eDESK product family, ask for our eDESK

brochure. We would be happy help you design your control center of the future!

eurofunk news | 2019
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A control center deputizes for
itself - Modernization at ILS

Nuremberg

In an era of technological innovation and ever-changing require-
ments, operators of critical infrastructures are continually striving
to keep their equipment up to date. To this end, the Integrated
Control Center in Nuremberg (ILS Nuremberg) made the decision
to modernize its control center infrastructure in the summer of

2018

The project's scope, which entailed reconstruction, renewal and
an increase in functionality at one of the largest fire and rescue
control centers in Germany, was akin to open-heart surgery. It
was clear to the entire project team, that day-to-day operations,
unrestricted availability, the high standard of emergency call
handling and incident processing could not be compromised at
any time during the modernization process.

Meticulous planning over several months in close consultation
with ILS Nuremberg and the technical planner, paved the way
for a successful project implementation phase. Rigorous testing
of mission-critical interfaces was also undertaken ahead of mi-
gration.

The Integrated Control Center's own relief control center, Emer-
gency ILS, was to play a central role in the reconstruction by
taking over full control of control center operations for a period
of three weeks. For this to happen, it was equipped with the
latest technology and 16 mobile workstations, complete with
furniture.

The modernization of ILS Nuremberg comprised the renewal of
IT and communications technology as well as the following ad-
ditional functionality:

® Replacement of the IDDS-512 communication system with
the IP-based IDDS UCiP system

@ Addition of a redundant, wired digital radio connection

® Equipping of the Emergency ILS with emc2VoP as
a fallback level for communications

® Provision of an application cluster with a high level of
redundancy (Oracle-RAC) for the incident management
system

® Import of the latest communication system and incident
management system software version

A point worth emphasizing is that now, all regular and emer-
gency control center workstations in the network can be used
in parallel (e.g. in special operational situations or for training
purposes).

It is thanks to the close cooperation between ILS Nuremberg
and eurofunk, that the objectives -especially regarding availa-
bility and adherence to schedules - were met throughout the
course of the project.

BEFORE RECONSTRUCTION RECONSTRUCTION AFTER
RECONSTRUCTION EMERGENCY ILS REGULARILS RECONSTRUCTION

REGULAR-
ILS \
N

¢ @

@
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ILS Nuremberg: Facts & Figures

ILS Nuremberg is one of the largest control centers for fire and rescue in Ger-

many. It provides support for:

® The cities of Nuremberg, Firth and Erlangen as well as for the rural districts
of Nuremberg Land, Fiirth and Erlangen-Hochstadt

® An area covering over 2,000 square kilometers

® Approx. 1.2 million inhabitants

Johann FRITZ

Annually they handle:
® Around 700,000 calls, of which 243,000 are 112 emergency calls
® Over 290,000 deployments consisting of:
- Fire service 17,500
- Emergency response 164,500
- Patient transport 111,500
® 236,000 enquiries not requiring a resource response

To deal with these volumes the Integrated Control Center (ILS) has:
16 fully-equipped workstations + 3 in procurement

10 additional workstations for handling emergency situations

6 workstations at the fire station control center

16 backup workstations at the Emergency ILS control center

Current Outlook:

ILS Nuremberg has commissioned eurofunk to increase its capacity and efficiency in response to the steadily increasing number of

emergency calls and incidents.
In the coming months, we will be delivering three more fully-equipped workstations as well as ACD (Automatic Call Distribution) call

The factory acceptance in St. Johann The retrofit was followed by thorough June 25, 2018: The relocation of The tight timeframe of only three

im Pongau in April 2018 served as the joint testing with the customer. This control center operations to Emer- weeks was a big challenge but, due

kickoff for the Emergency ILS retrofit. in turn was followed by a stabilization gency ILS took place according to to thorough preparation and the tire- P . . . .
phase under realstic conditions and  schedule. The "go-live” went as plan-  less commitment ofallinvolved, the center technology. In addition, the current eCall solution will become part of the fully integrated eurofunk solution.
culminated in approval and go-ahead ned. Following a short trial period, regular ILS was able to resume normal

for the relocation of operations. reconstruction of the regular ILS con- operations, as planned, on 16.07.2018.
trol center started on June 26, 2018.

We are already looking forward to the next stage in this successful working relationship! a
Fig. 1: Migration Timeline
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eurofunk Automatic 2
Call Distribution 4

Fast, efficient and reliable emergency call handling lies at the
heart of control center operations. With the telephone remaining
the primary means of communication between caller and cont-
rol center, eurofunk’s main drive, as communications system
provider, has been to improve the quality of emergency call ma-
nagement by planning and developing new features for its com-
munication solutions. One such addition is the eurofunk Auto-
matic Call Distribution (ACD) feature.

eurofunk ACD differs considerably from ACD systems common-
ly used by call centers and hotlines. Adapted to the specific
needs of the emergency services, however, Automatic Call Dis-
tribution is a powerful tool that reduces peripheral noise and the
stress that comes with constant decision making.

Let us run you through some of the most important functiona-
lities offered by the eurofunk ACD solution:

In standard ACD systems incoming calls are only announced to
available workstations. If allworkstations are busy, the callis not
announced but held in a queue instead. With this scenario, ho-
wever, it is impossible to fulfill the emergency call center requi-
rement for rapid call acceptance. Hence, eurofunk ACD takes
workstation status (FREE, BUSY or POST PROCESSING) into

Glinter DUTZLER

consideration and allocates incoming calls to those operators
who are authorized and available to take the call. If all worksta-
tions are in BUSY mode, the callis escalated, and the emergen-
cy call is routed to all operators with one or more roles. After a
specified time period, this can be extended to other roles or to
all control centers in the network.

One of two allocation rules can be used to determine which
workstation receives a call:

® Longestidle

If several workstations are free, the workstation that has been
free the longest is selected. If no workstations are free, the work-
station which has been in POST PROCESSING the longest is
selected.

® Round robin

If several workstations are free, the next available workstation
is selected. After all workstations have accepted an emergency
call, the cycle starts again. If no workstation is free, but several
are in POST PROCESSING, the next available workstation with
this status is selected. The cycle starts again after all worksta-
tions have accepted an emergency call. a
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Fig. 1: eurofunk Automatic Call Distribution Flow
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eurofunk, your
professional partner
for implementing

the BSI IT baseline
protection

What is the German Federal Office for Information Security (BSI)

and the BSI IT Baseline Protection all about?

The Federal Office for Information Security (BSI) was founded in 1991. The German Cy-
ber Security Authority is responsible for prevention, detection and response measures
on behalf of the state, the economy and society. It is an acknowledged single point of
contact for all information security matters.

The IT Baseline Protection from the BSI provides guidelines which enable authorities
and businesses to take protective measures to improve information security. This temp-
late is provided to systematically identify and implement appropriate security measures,
making the introduction an information security system that much easier.

The introduction of Information Security Management (ISM) is supported by the follo-
wing standards: 200-1 Management for Information Security, 200-2 IT Basic Protection
Methodology, 200-3 Risk Management and 100-4 Emergency Management. The up-
dated Basic Protection includes the IT Basic Protection Compendium. This Compendium
comprises modules that cover all common hazards and security requirements which a
company faces. The Compendium is updated annually to ensure that it always reflects
current circumstances.

BSI IT Basic Protection and eurofunk

Companies have several methods and standards to choose from for achieving their
information security goals. eurofunk attaches great importance to two of these stan-
dards, the BSI IT Baseline Protection and ISO/IEC 27001 Certification. Whereas ISO/
IEC 27001 Certification is internationally recognized and the preferred option for com-
mercial enterprises, the BSI IT Baseline Protection is the information security standard
of choice for German public authorities.

eurofunk is matching the security standards of customer systems and extending be-
yond their long-standing ISO/IEC 27001 Certification. By the end of 2019 all relevant
processes, such as customer service operations via remote maintenance, will be certi-
fied according to the BSI Baseline Protection. ->

eurofunk news | 2019
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The IT Basic Protection Compendium describes the requirements or measures that must be taken to secure all areas of the company. At the end of June 2019, eurofunk jointly organized a kick-off work- #::';':ﬁisher i ran
This can be achieved, for example, by work instructions or the installation of security software. shop with the BSI and industry representatives to create this profile. <hall not be held liable for the content

The kick-off workshop will be followed by two further dates aimed at of NEWS, the correctness of the
The following two examples illustrate how the BSI IT Baseline Protection aims to cover all these areas: finalizing the BSI IT Baseline Protection Profile. information or any errors.

. . . . . Images:

The profile will be published by the BSI on completion. Once this has Adobe Stock

been done, our customers will be able to implement the BSI IT Base- Christoph Hettegger

line Protection more quickly and easily, knowing they can rely on euro- ILS Nuremberg

funk expertise and support. a Leveernez Bersser

Published and produced in:
St. Johann im Pongau
Example 1:

Work instruction from module INF.1 General Buildings

www.eurofunk.com

Greenbone ﬂ
Tube

The BSI IT Baseline Protection alone is not enough; the IT Baseline Pro-
tection Compendium makes repeated reference to penetration testing
and vulnerability analysis for just this reason. eurofunk has used a vul-
nerability scanner to monitor continuously its own internal systems for
some time now. An additional scanner has been used since the beginning
of 2019 to improve security in customer projects as well.

INF.1.AT1 Secured doors [Employees]

Employees SHOULD be instructed to lock their office or lock
away their paperwork when absent. There SHOULD also be spot
checks to ensure that this is being done.

o, : This type of scanner is used to scan a system or an entire network for
known vulnerabilities. The scanner can perform close to 70,000 auto-
mated scans. The vulnerability scanner attempts to log into a variety of
different systems, checking both standard usernames and passwords.
| iy It also checks the software installed on the system for vulnerabilities. A

detailed report highlights the vulnerabilities and provides suggestions
on how to fix them.

Example 2:
Procedure from the module SYS.2.2.3 Clients with Windows 10

SYS.2.2.3.A5 Protection against Malware

Unless other mitigation measures of equal or greater value have
been undertaken to protect the IT system from exposure to mal-
ware, a specialized anti-malware component MUST be imple-
mented on Windows 10 clients.

The large number of scanner providers on the market makes the choice
of the right one difficult. eurofunk finally opted for Greenbone. This pro-
vider has been on the BSI recommended list for several years. An added
advantage is that a German license is already available for our customer

The BSI IT Basic Protection Profile to use.

Many of the measures set out by the BSI IT Baseline Protection are common to all same-sector companies. For this reason, the BSI

issued the IT Basic Protection Profile in 2018. This profile, drawn up jointly with industry representatives, can be used as a template More and more customers are turning to a vulnerability scanner as a
by companies in the same industry. means of providing the best possible protection for their systems.
From the outset, eurofunk played an active role in the creation and implementation of the BSI IT Baseline Protection Profile for Con- We are happy to support your needs with our Greenbone vulnerability
trol Centers. The profile is intended to assist operators of BOS control centers to implement the requirements laid down in the BSI T scanner!

Baseline Protection. The aim is to make the IT and information systems in control centers more secure and to ensure that state-of-
the-art security standards are maintained at all times.
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